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Advancing the Art of
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Internet censorship 
continues to advance, 

necessitating 
high-quality data



State of Censorship Data

● Active censorship measurement 
platforms with focus on achieving 
good coverage over:
○ Time
○ Networks
○ Countries
○ Domains
○ Censorship Methods
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Data collection is only part of the process

Parsing, analyzing, and exploring censorship measurements, 
especially at large scale is hard.

● Most previous studies have relied on ad-hoc analysis 
methods on case by case basis

● There is lack of ground-truth at scale

● The size of the Internet and the large number of 
stakeholders introduce many extraneous factors that can 
cause incorrect censorship characterization. 
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Outline

1. Data limitations
2. Accurate Metadata
3. Unexpected Interference
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Challenges in censorship data analysis

1. Design Goals
2. Workflow
3. Censored Planet dashboard

Censored Planet data analysis pipeline

1
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Need to consider the data’s
● Scale
● Coverage
● Continuity
● Protocols
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Source: OONI Explorer

Challenges in Censorship Data Analysis:

Data Limitations



Need to consider the data’s
● Scale
● Coverage
● Continuity
● Protocols

8
Source: OONI Explorer

Challenges in Censorship Data Analysis:

Data Limitations



Need to consider the data’s
● Scale
● Coverage
● Continuity
● Protocols

9

Google DNS

Local DNS
Wrong Address

Right Address

Source: OONI Explorer

Challenges in Censorship Data Analysis:

Data Limitations
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- IP metadata is key
Previous Work
- Country-level geolocation
- But country-level results can 

be an inaccurate estimate

Source: Augur: Internet-Wide Detection of Connectivity Disruptions

Challenges in Censorship Data Analysis:

Accurate Metadata
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ASN AS Name APNIC % of 
traffic [1]

Censored Planet 
Measurements

AS802 York University 0 698,037

AS5769 Videotron Ltee 10.48 579,096

AS31983 Queen's University NA 405,519

AS812 Rogers 
Communications 14.42 270,483

AS6327 Shaw 
Communications 10.25 236,987

Censored Planet 
Measurements in 

Canada, September 2021

[1] 
https://stats.labs.apnic.net/cgi-bin/

aspop?c=ca

Challenges in Censorship Data Analysis:
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- CDN and hosting configurations
- DDoS/Bot protection

Source: Censored Planet

Challenges in Censorship Data Analysis:

Unexpected Interference



14

- CDN and hosting configurations
- DDoS/Bot protection
- Specific CDN behavior (e.g. 

Akamai edge)

Source: Censored Planet

Challenges in Censorship Data Analysis:

Unexpected Interference



15

- CDN and hosting configurations
- DDoS/Bot protection
- Specific CDN behavior (e.g. 

Akamai edge)
- Localization effects

Source: match.com, uk.match.com

match.com

uk.match.com

Challenges in Censorship Data Analysis:

Unexpected Interference
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- CDN and hosting configurations
- Internet Geoblocking

Source: https://censoredplanet.org/hongkong

DNS resolutions for 75 .gov and .mil 
domains in US and CN

Challenges in Censorship Data Analysis:

Unexpected Interference
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Censored Planet Data Analysis Pipeline
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Measurements vs 
Analysis:

Enables future data 
analysis improvements

Efficiency:
Process 13 TBs of 

compressed data over 
4.5 years in < 24 hours

Modular:
New analysis can be 
added easily and run 
on subset of the data

Fully Open Source:
https://github.com/censoredplanet/censoredplanet-analysis



Censored Planet Data Analysis Pipeline
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- Add domain metadata such as category, TLS certificates, HTTP Body
- Add IP metadata such as ASN, IP Organization

Censored Planet Data Analysis Pipeline

Add Metadata



Censored Planet Data Analysis Pipeline

Add Metadata
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- Add domain metadata such as category, TLS certificates, HTTP Body
- Add IP metadata such as ASN, IP Organization

Blocking of www.hotspotshield.com in Egypt

http://www.hotspotshield.com


Censored Planet Data Analysis Pipeline

Add Metadata
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- Add domain metadata such as category, TLS certificates, HTTP Body
- Add IP metadata such as ASN, IP Organization

Blocking of www.hotspotshield.com in Egypt

Drill down into IP Org

http://www.hotspotshield.com


Censored Planet Data Analysis Pipeline

Identify Unexpected Responses
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- Compare with control measurements to identify measurements to 
look further into

- Check responses for indications of censorship



Censored Planet Data Analysis Pipeline

Identify Unexpected Responses
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- Compare with control measurements to identify measurements to 
look further into

- Check responses for indications of censorship 

Blockpage in South Korea



Censored Planet Data Analysis Pipeline

Map to Outcome
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- Map each measurement to human-readable outcome
- 53 distinct identifiers mapped to outcomes
- Iterative process



Outcomes in HTTP measurements

26

Stage Outcome Num. Measurements % Measurements Outcome Type

Expected Response

expected/match 1,772,014,793 94.45 ✅

expected/hosting_provider (e.g. 
akamai)

 61,943,574 3.30 ✅

Content Mismatch

content/known_not_censorship 16,642,905 0.89 ✅

content/status_mismatch 13,533,254 0.72 ?

content/known_blockpage 743,396 0.04 ❗

Read/Write Failure read/timeout  6,356,637 0.34 ❗

read/tcp.reset 4,273,880 0.23 ❗

Dial Failure dial/ip.no_route_to_host 28,954 0.001 ?
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Value of Outcomes
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HTTPS measurements to psiphon.ca in Belarus
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HTTPS measurements to psiphon.ca in Belarus

Value of Outcomes



Censored Planet Data Analysis Pipeline

Data Exploration
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- Feedback loop from analysis to measurements
- Data exploration is key 



Dashboard

● Enables visualizations 
for longitudinal data

● Automatically updated 
after measurements

● Open to public
https://dashboard.censoredplanet.org
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https://dashboard.censoredplanet.org


Thank you!
Reach out to us at ramaks@umich.edu and censoredplanet-analysis@umich.edu 
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https://censoredplanet.org

Questions?

Key Takeaways
- Censorship data analysis is complex, both due to the nature of Internet 

as well as censorship itself
- Common challenges - Data limitations, Accurate metadata availability, 

unexpected network interference
- We built a censorship data analysis pipeline to address many of these 

challenges

mailto:ramaks@umich.edu
mailto:censoredplanet-analysis@umich.edu


Dashboard
● Controls

○ data source
○ date
○ country
○ network
○ subnetwork
○ site category
○ domain
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Dashboard
● Unexpected outcome 

by domain and network
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Dashboard
● Outcome Timeline
● Outcome per network
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Belarus
● Country: Belarus
● Election day: Aug. 9
● CP Data: Aug. 2020
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Which networks?
● Country: Belarus
● Election day: Aug. 9
● CP Data: Aug. 2020
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Which networks?
● Country: Belarus
● Election day: Aug. 9
● CP Data: Aug. 2020
● APNIC AS 

Population
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Republican Unitary Telecommunication Enterprise Beltelecom



Filter networks
● Country: Belarus
● Election day: Aug. 9
● CP Data: Aug. 2020
● AS6697: Beltelecom
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Outcome/Subnetwork

● Country: Belarus
● Election day: Aug. 9
● CP Data: Aug. 2020
● AS6697: Beltelecom

44



Measurements should display 
consistent behavior when 
correctly aggregated.
This translates to unexpected 
outcome rates of ~0% or ~100%.
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SUCCESS

TCP RST

TCP TIMEOUT
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How do we identify longitudinal changes in censorship?
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How do we identify longitudinal changes in censorship?
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psiphon.ca
● Country: Belarus
● Election day: Aug. 9
● CP Data: Aug. 2020
● AS6697: Beltelecom
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psiphon.ca
● Country: Belarus
● Election day: Aug. 9
● CP Data: Aug. 2020
● AS6697: Beltelecom
● BYFLY
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Characterizing Censorship
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Can users in Belarus access social media?
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Can users in Belarus access social media?

Data Collection
● Empirical Internet 

Measurements
● Qualitative Studies

Data Analysis
● Processing big data
● Extending with 

metadata
● Identifying and 

classifying censorship

Data Exploration
● Drilling and expanding 

data through 
visualizations and 
metrics
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Data Collection
● Empirical Internet 

Measurements
● Qualitative Studies

Data Analysis
● Processing big data
● Extending with 

metadata
● Identifying and 

classifying censorship

Data Exploration
● Drilling and expanding 

data through 
visualizations and 
metrics

Can users in Belarus access social media?

Characterizing Censorship
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- CDN and hosting configurations
- DDoS/Bot protection
- Specific CDN behavior (e.g. 

Akamai edge)
- Some censorship 

infrastructure is on CDNs

Source: Greatfire Watch (gfwatch.org)

Challenges in  Censorship Data Analysis:

Unexpected Interference
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- CDN and hosting configurations
- Internet Geoblocking

HTTP Geoblocking

Challenges in  Censorship Data Analysis:

Unexpected Interference
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- CDN and hosting configurations
- Internet Geoblocking
- Internet Shutdowns

Increase in probe failures during Internet 
shutdown in Belarus, August 2020

Challenges in  Censorship Data Analysis:

Unexpected Interference



Censored Planet Data Analysis Pipeline

Process Raw Data
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- Process specific to dataset 
- Can be extended easily using a new module for other datasets



Censored Planet Data Analysis Pipeline
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- Add domain metadata such as category, TLS certificates, HTTP Body

Source: https://www.skydns.ru/guides/tls-ca-setup/



Censored Planet Data Analysis Pipeline
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- Compare with control measurements to identify measurements to 
look further into

- Check responses for indications of censorship 

Number of ASNs with commercial firewalls
in Censored Planet data sources



Outcomes in HTTP measurements
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Stage Outcome Num. Measurements % Measurements Outcome Type

Expected Response

expected/match 1,772,014,793 94.45 ✅
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akamai)

 61,943,574 3.30 ✅

Content Mismatch
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content/status_mismatch 13,533,254 0.72 ?

content/known_blockpage 743,396 0.04 ❗

Read/Write Failure read/timeout  6,356,637 0.34 ❗

read/tcp.reset 4,273,880 0.23 ❗

Dial Failure dial/ip.no_route_to_host 28,954 0.001 ?
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IP addresses

Geolocation information

Network information (ISP, AS)

Organization information

Challenges in Censorship Data Analysis:

Accurate Metadata
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Network information (ISP, AS) Network  size/population

Challenges in Censorship Data Analysis:

Accurate Metadata


