@ Censored Planet

o] JIGSAW
Advancing the Art of

Censorship Data Analysis

Ram Sundara Raman, Apurva Virkud, Sarah Laplante, Vinicius Fortuna, Roya Ensafi

15 February 2023

-
-

o.v
-

;c ' ",»""




& oon1 =

= (@ censoredPlanet
Technical multi-stakeholder report

on Internet shutdowns: The case of EIE'P;:'ottIing of

Iran amid autumn 2022 protests Twitter in Russia

&% accessnow

& Internet Censorship\
continues to advance,
necessitating

hlg h—q ual Ity data Internet shutdowns report: Shattered dreams and lost opportunities —
\ ) a year in the fight to #KeepItOn




State of Censorship Data

e Active censorship measurement
platforms with focus on achieving
good coverage over:
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Data collection is only part of the process

Parsing, analyzing, and exploring censorship measurements,
especially at large scale is hard.

e Most previous studies have relied on ad-hoc analysis
methods on case by case basis

e Thereislack of ground-truth at scale

e The size of the Internet and the large number of
stakeholders introduce many extraneous factors that can
cause incorrect censorship characterization.
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Challenges in censorship data analysis

1 1. Datalimitations
2. Accurate Metadata
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Censored Planet data analysis pipeline

2 1.  Design Goals
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3. Censored Planet dashboard
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Challenges in Censorship Data Analysis: ! Anomaly

http://www.facebook.com

Data Limitations
®

Myanmar AS58952 February 17, 2021, 04:38 PM UTC
Country Network Date & Time

Need to consider the data’s
e Scale
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. . ! Anomaly
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Challenges in Censorship Data Analysis: ! Anomaly

http://www.facebook.com

Data Limitations

] DNS Queries

Resolve I_O Cal D N S

. , Q:eir:;' Ig ,;\ewnv¥w.facebook.com Wro n Ad d ress
Need to consider the data's ruates B . ket
e Scale e N A 59:153.90.11
OONI | Explorer
e C(Coverage
. . ! Anomaly
o C O nt | n u | ty http://www.facebook.com

TCP/IP blocking

e Protocols

DNS Queries

Resolver Google DNS

Query: IN A www.facebook.com .

Engine: system R|ght Addl’eSS
Name Class TTL Type DATA

@ IN A 69.171.250.35

9
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Challenges in Censorship Data Analysis:

Accurate Metadata

- |IP metadatais key
Previous Work
- Country-level geolocation
- But country-level results can
be an inaccurate estimate

Mean percent of blocked sites

0.000 [N 5 000

Source: Augur: Internet-Wide Detection of Connectivity Disruptions
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Challenges in Censorship Data Analysis:

Accurate Metadata

|
ASN AS Name APNIC % of Censored Planet Censored Planet
traffic [1] Measurements Measurements in
Canada, September 2021
AS802 York University 0 698,037
AS5769 Videotron Ltee 10.48 579,096
AS31983 Queen's University NA 405,519
AS812 Rogers 14.42 270,483
Communications
AS6327 Shaw 10.25 236,987 0]

Communications
https://stats.labs.apnic.net/cgi-bin/
aspop?c=ca
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Challenges in Censorship Data Analysis:

Accurate Metadata

]
ASN AS Name APNIC % of Censored Planet
traffic [1] Measurements

AS802 York University 0 698,037
AS5769 Videotron Ltee 10.48 579,096
AS31983 Queen's University NA 405,519

AS812 Rogers 14.42 270,483

Communications
ASB327 Sl 10.25 236,987

Communications

Censored Planet
Measurementsin
Canada, September 2021

[1]
https://stats.labs.apnic.net/cgi-bin/
aspop?c=ca
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Challenges in Censorship Data Analysis:

Un eXpeCtEd Interference o Access Denied - GoDaddy Website Firewall

If you are the site owner (or you manage this site), please whitelist your IP or if you think this block is an error please
open a support ticket and make sure to include the block details (displayed in the box below), so we can assist you in

troubleshooting the issue.

- CDN and hosting configurations lock detaie
- DDoS/Bot protection

URL: hotmail. msn.com/

Your Browser: Mozilla/5.0 quack/0.x

Block ID: DDOS22

Block reason: DDOS attempt was blocked.
Time: 2019-03-24 08:49:20

Server ID: 12014

13
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Challenges in Censorship Data Analysis:

Unexpected Interference

- CDN and hosting configurations
- DDoS/Bot protection
- Specific CDN behavior(e.qg.
Akamai edge)

Eem =

Access Denied

You don't have permission to access "/" on this server.

Reference #18.9872¢17.1631203469.b24e5d19

14
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Challenges in Censorship Data Analysis:

Unexpected Interference

- CDN and hosting configurations
- DDoS/Bot protection
- Specific CDN behavior(e.qg.
Akamai edge)
- Localization effects

match.

Who are you interested in?

v

match.com

Between Ages: 35 v and 15

Enter your zip code

v

View singles

uk.match.com

Source: match.com, uk.match.com

match’

St‘( Something Real

Hello, 'm the Match coach. Who
are you looking for?
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Challenges in Censorship Data Analysis:

Unexpected Interference

- CDN and hosting configurations
- Internet Geoblocking

e US mEE CN

100+
b
T 80
5
S 60
w0
S 0l
e
o 20_
2
0 = = 5 a ]
< g S c 2
@) o = o o
a) | = c
< n =
= -}
DNS resolutions for 75 .gov and .mil
domainsin US and CN
16

Source: https://censoredplanet.org/hongkong
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Outline

Challenges in censorship data analysis

1 1. Datalimitations
2. Accurate Metadata
5. Unexpected Interference

Censored Planet data analysis pipeline
2 1. Design Goals
2. Workflow

3. Censored Planet dashboard
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Censored Planet Data Analysis Pipeline

Measurements vs Efficiency: Modular:
Analysis: Process 13 TBs of New analysis can be
Enables future data compressed data over added easily and run
analysis improvements 4.5yearsin< 24 hours on subset of the data

Fully Open Source:
https://github.com/censoredplanet/censoredplanet-analysis
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Censored Planet Data Analysis Pipeline

Data Collection

Censored
@ Planet
Raw Data

Data Analysis Pipeline

Process raw fields

certificate: MlIKeDCCCWCgA...

Common name: *.indeed.com

Issuer: DigiCert TLS RSA
SHA256 2020 CA1

m Identify unexpected responses

Compare test and control

i Map to outcome

Date: 2020-08-03 © Date: 2020-08-09 @©
IP: 217.23.116.213 = | IP: 217.23.116.213
Domain: twitter.com Domain: example.com
Received: {template}

dial tcp {IP:#}->{IP:#}: connect:

connection refused dial/tcp.refused

Get https://{IP}: remote error:

internal error tis/tls.failed

Web Application Firewall

v Received: squest coneeled..
. @ b 9 At!d metadata Fingerprint responses
Citizen Lab Test List Egtrggg:'ies IP metadata Resolved IF: 8037122482
CAIDA Routeviews 217.23.116.213
DBIP Database ASN: 28849 s

Censys Universal Internet

rg:
Globalonebel

[.. ur{http://url[fortinet ne H0008 ..
= > f_gen_ru_17_satellite| = > a_prod_fortinet_2

Get https://{IP}: write tcp
{IP:#}->{IP:443}: write:

write/tcp.reset
connection reset by peer

Get https://194.158.196.43: EOF read/http.empty

Get http://{IP}: net/http: request
canceled (Client.Timeout exceeded
while awaiting headers)

read/timeout

[’%C;D’:r“jﬁmeg’&%“: expected/trusted_host:akamai

error: None expected/match

Data Exploration
—> @ Analyzed

Data

—

data analysis

feedback loop - ---p
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Data Collection
Censored
Planet
Raw Data

Censored Planet Data Analysis Pipeline

Add Metadata

- Add domain metadata such as cateqgory, TLS certificates, HTTP Body
- Add IP metadata such as ASN, IP Organization

Data Analysis Pipeline

Process raw fields

certificate: MIIKeDCCCWCgA...

Common name: *.indeed.com

Issuer: DigiCert TLS RSA
SHA256 2020 CAl

{1V Identify unexpe

cted responses

Compare test and control

Date: 2020-08-03 ©
IP: 217.23.116.213 =
Domain: twitter.com

Date: 2020-08-03 @
IP: 217.23.116.213
Domain: example.com
Received: {template}

Web Application Firewall

: & ~. | |Received: raquodt canceled..
. @ dbip Q Add metadata Fingerprint responses
Citizen Lab Test List ES{L‘SL'hes IP metadata | | Resolved IP: 86.67.274.82
CAIDA Routeviews — —| 27.23.116.213
DBIP Database Oy g e
Censys Universal Internet Hodia Globalonebel = > f_gen_ru_17_satellite

| urk(http:/ furiffortinet.net/I0008

S > a_prod_fortinet_2

L] Map to outcome

dial top {IP:#}->{IP:#}: connect: .

connection refused dial/tcp refused
Get https://{IP}: remote error: .
il e tls/tls.failed
Get https:/{IP}: write tcp .
{IP:#}->{IP:443}: write: write/tcp.reset
connection reset by peer

Get https://194.158.196.43: EOF read/http.empty

Get http://{IP}: net/http: request

while awaiting headers)

canceled (Client.Timeout exceeded

read/timeout

['Server: GHost']

received_headers: gynacted/trusted_host:akamai

error: None

expected/match

Data Exploration

—> Analyzed
@ Da);a

—

data analysis

feedback loop - =--p

20



Censored Planet Data Analysis Pipeline

Add Metadata

- Add domain metadata such as cateqgory, TLS certificates, HTTP Body
- Add IP metadata such as ASN, IP Organization

[0 | read/top.reset

I ! read/timeout
Process raw fields Vodafone Date
certificate: NIIKeDCCCWCgA... = | read/tep.reset: 6
Common name: *.indeed.com = | read/timeout: 6
Issuer: DigiCert TLS RSA Total: 12
SHA256 2020 CAl
10 Vodafone Data
v ~
. Bl oo Q Add metadata
d Domain
Citizen Lab Test List categories P metadata
CAIDA Routeviews 1y | BE 217.23.118.213
DBIP Database @ | | o 2081
Censys Universal Internet . Globalonebel

Blocking of www.hotspotshield.com in Egypt



http://www.hotspotshield.com

Censored Planet Data Analysis Pipeline

Add Metadata

- Add domain metadata such as cateqgory, TLS certificates, HTTP Body
- Add IP metadata such as ASN, IP Organization

Process raw fields

certificate: MIIKeDCCCWCgA...

Common name: *.indeed.com

Issuer: DigiCert TLS RSA
SHA256 2020 CAl

L

~

2d -

Citizen Lab Test List
CAIDA Routeviews —
DBIP Database

Censys Universal Internet

9 Add metadata
Domain

categories P metadata

6o | |272s0623

5 | [
; rq:
I‘S1%gi?al i Globalonebel

0 | read/tep.reset
I | readftep.reset I ! read/timeout

I | read/timeout

Vodafone Data

AS24835
= | read/tcp.reset: 6
= | read/timeout: 6
Total: 12

Drill down into IP Org

Vodafone Data

AS24835 - Oratech

Blocking of www.hotspotshield.com in Egypt
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Censored Planet Data Analysis Pipeline

Identify Unexpected Responses

- Compare with control measurements to identify measurements to

look furtherinto

- Checkresponses for indications of censorship

Data [l::ollectldon Data Analysis Pipeline
ensore > [ 7 N =
Rg\"f'l‘]gtta Process raw fields (.l.l Identify unexpected responses |\ B Map to outcome
certificate: MIIKeDCCCWCgA... Compare test and control dial tcp {IP:#}->{IP:#}: connect:  giatstep.refused
3 Common name: *.indeed.com Date: 2020-08-09  ©| [Date:2020-08-09 © Connection refused a
" —— S IP: 21123.16.213 5| IP: 217.23.16.213 e U e e tis/tis.failed
Domain: twitterhcqm Domain: example.com Get https.//{IPT. wiite 1o
L Received: iquestcancales.| | Received: {template} | [P Clip-ias): urie ’ write/tcp.reset
i . . P |connection reset by peer
.@ dbip gﬁgg metadata Fingerprint responses Get hittps-//194.158.196.43: EOF __ read/http.empty
it ; ine IP metadata Resolved IP: 86.57.224.82 Wb Application Fiewall Get http://{IP}: net/http: request
Citizen Lab Test List categories P LR (éhe}nmmeogtfefc“ee D e
CAIDA Routeviews | ng 217.23.116.213 > while awaiting headers)
DBIP Database @ 2 é?g}gg"g = [r%%?\)’:rd BhHe;sdte]rs expected/trusted_host:akamai
Censys Universal Internet a%glaal Globalonebel \ = > f_gen_ru_17_satellite| = > a-pmd_fnrtmet_z // error: None expected/match
g

Data Exploration

Analyzed
Data

—

data analysis

feedback loop - =--p
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Censored Planet Data Analysis Pipeline

Identify Unexpected Responses

- Compare with control measurements to identify measurements to
look further into

- Checkresponses for indications of censorship

Data Collection
Censored

Planet >

Raw Data

Data Analysis Plpellne

Process raw fields

certificate: MIIKeDCCCWCGA...

Common name: *.indeed.com

Issuer: DigiCert TLS RSA
SHA256 2020 CAl

:l1l Identify unexpected responses

(/

Compare test and control

N\

Date: 2020-08-03 ©

Domain: twinerhcom
- . net/http:
Received: raquest Chacaid’

Date: 2020-08-03 @

IP: 217.23.116.213 = | IP: 217.23.16.213

Domain: example.com
Received: {template}

Fingerprint responses

Resolved IP: 86.57.224.82

Web Application Firewall

et i 16 Gra.

v
. @ e Q@ Add metadata
Domain
Citizen Lab Test List categories P metadata
CAIDA Routeviews — — L0 | 272306213 b |E==
DBIP Database e é?N.: }gghg
i Social g

Censys Universal Internet Hodia Globalonebel \

£ > f_gen_ru_17_satellite

s> a_prnd_fnmnet_z

Warning

31211 S FEAOIE) A =3 93l L 0| HBEl1 o]
0]0j| CHsk £ 0| XITHE| QIS S 2| E-IL|CE
UEECRUEEES £ M 4] O] 2] 3l 3| (KCSO) R EERE
TS SA9lASlo] x| W 2P0 He W E, of mat MEatA| KHEHE Aol
o|0j| Ft 2O|AFEH0| QLOA|H OF2O| HE7|BOZ 20J3}0] FA|7| HHFLICE

Blockpage in South Korea
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Censored Planet Data Analysis Pipeline

Map to Outcome

- Map each measurement to human-readable outcome
- bd distinct identifiers mapped to outcomes
- lterative process

Data Collection
Censored
Planet
Raw Data

Data Analysis Pipeline

™~

Process raw fields

certificate: MIIKeDCCCWCgA...

Common name: *.indeed.com

Issuer: DigiCert TLS RSA
SHA256 2020 CAl

{1V Identify unexpe

cted responses

Compare test and control

Date: 2020-08-03 ©
IP: 217.23.116.213 =
Domain: twitter.com

Date: 2020-08-03 @
IP: 217.23.116.213
Domain: example.com
Received: {template}

Web Application Firewall

: v Received: uqueet canceld..
. @ dbip Q Add metadata Fingerprint responses
Citizen Lab Test List ES{L‘SL'hes IP metadata | || Resolved IP: 6.67.274.82
CAIDA Routeviews ~———p [ B0 | |2IZ23116.25
DBIP Database @ | |fo: 1888 ——
Censys Universal Internet a%%'g' Globalonebel = > f_gen_ru_17_satellite

| urk(http:/ furiffortinet.net/I0008

S > a_prod_fortinet_2

L] Map to outcome

dial top {IP:#}->{IP:#}: connect:

connection refuse dial/tcp refused
Get https://{IP}: remote error: .
il e tls/tls.failed
Get https://{IP}: write tcp .
{IP:#}->{IP:443}: write: write/tcp.reset
connection reset by peer

Get https://194.158.196.43: EOF read/http.empty

Get http://{IP}: net/http: request
canceled (Client.Timeout exceeded
while awaiting headers)

read/timeout

['Server: GHost']

received_headers: gynacted/trusted_host:akamai

error: None

expected/match

Data Exploration

® Analyzed
Data

—

data analysis

feedback loop - =--p
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Outcomes in HTTP measurements

Stage Outcome Num. Measurements % Measurements Outcome Type
expected/match 1,772,014,793 94.45
Expected Response expected/hosting_provider (e.g. 61,943,574 3:30
akamai)
content/known_not_censorship 16,642,905 0.89 4
Content Mismatch content/status_mismatch 13,533,254 0.72 ?
content/known_blockpage 743,396 0.04 !
Read/Write Failure read/timeout 6,356,637 0.34 |
read/tcp.reset 4,273,880 0.23 |
Dial Failure dial/ip.no_route_to_host 28,954 0.001 ?
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Value of Outcomes
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Value of Outcomes
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Value of Outcomes
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Value of Outcomes
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Censored Planet Data Analysis Pipeline

Data Exploration

- Feedback loop from analysis to measurements
- Data exploration is key

Data Collection
Censored

Planet >

Raw Data

Data Analysis Pipeline

Process raw fields

certificate: MIIKeDCCCWCgA...

Common name: *.indeed.com

Issuer: DigiCert TLS RSA
SHA256 2020 CAl

m Identify unexpected responses

Compare test and control

L] Map to outcome

Date: 2020-08-03 © Date: 2020-08-03 @
IP: 217.23.116.213 = | IP: 217.23.116.213
Domain: twitter.com Domain: example.com
Received: {template}

Web Application Firewall

| urk(http:/ furiffortinet.net/I0008

: v Received: uqueet canceld..
. @ dbip Q Add metadata Fingerprint responses
Citizen Lab Test List ES{L‘SL'hes P metadata | || Resolved IP: 85.57.224.82
CAIDA Routeviews 217.23.116.213
DBIP Database S e
Y 4: JSC
Censys Universal Internet Globalonebel

= > f_gen_ru_17_satellite| = > a_prod_fortinet_2

dial top {IP:#}->{IP:#}: connect: .

connection refused dial/tcp refused
Get https://{IP}: remote error: .
il e tls/tls.failed
Get https:/{IP}: write tcp .
{IP:#}->{IP:443}: write: write/tcp.reset
connection reset by peer

Get https://194.158.196.43: EOF read/http.empty

Get http://{IP}: net/http: request
canceled (Client.Timeout exceeded
while awaiting headers)

read/timeout

[r?S%?D’:rq_BhHe;sdt'e]rS: expected/trusted_host:akamai

error: None expected/match

Data Exploration

® Analyzed
Data

—

data analysis

feedback loop - =--p
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® Censored Planet Data Source - Jan 30, 2023 - Feb 12, 2023 -

Country: Belarus (1) ~ Network - Subnetwork - Site Category - Domain -

Dashboard s sy s

Top 10 - Network / Top 5 - Subnetwork / Probe Count / Unexpected Rate

Republican Unitary Telecommunication Enterprise Beltelecom  Konstanta-Brest Ltd  Be.
AS6697  ASB697 - Byfly Mogilev AS6697 - Reliable Softw AS6607 - Byfly Brest  AS6697 - Beltelecom C. AS202324 - Konstanta-

Top 50 - Domain Probe C Unexpe. Probe C Unexpe. Probe C. Unexpe. Probe C. Unexpe Probe C Unexpe. Probe C Unexpe.

WWww.svoboda.org 7 | 65% 13 0% 12 6 14| 64% 6 0% 7 0%
. . . www.hrw.org 44 55% 1 0% 18 16 7 0% 7 0%
e FEnablesvisualizations B G S
W europacasino.com 42 0% 15 0% 21 62% i 55% 7 0% 7 0%
f I H t d * | d t www.partypoker.com 2 56% 15 0% 20 60% 15 63% 7 0% 7 0%
O r O n g I u I I Ia a a ‘www.betfair. com 45 56% 15 0% 17 47% 16 “ M il 7 0% 7 0%
wiw.svaboda.org 38 63% 3 0% 1 4% 10 30% 5 0% 7 0%
.
. A u t O m at I C a | | u d a t e d www.casinotropez.com 45 53% 15 0% 20 55% 16 - 7 0% 7 0%
patreon.com 46 57% 15 0% 16 44% 12 50% 7 0% 7 0%
Www.dw.com 42 50% 15 0% 18 56% 10 30% 7 0% 7 0%
after measurements S—— e e s oo ow [ ow S S
change.org 5 6% 15 0% 1 44% 13 62% 7 0% 7 0%
o ‘www_goldenpalace com 44 55% 15 0% 21 62% 1 36% 7 0% 7 0%
. p e n O p u I C Wi currenttime.tv " 52% 15 0% 19 53% 2 58% 7 0% 7 0%
www 888casino.com 45 59% 15 0% 16 44% 14 50% 7 0% 7 0%
https://dashboard.censoredplanet.org Soma— o s s e o [ o T e I
surfshark.com 45 56% 15 0% 17 53% " 36% 7 0% 7 0%
Grand total (2113) @ 57.5€ 1% 308K 0% 227K % 146K 9% 14.4K 0% 14.4K 0%
Outcome Timeline = 4 i Outcome per network voES = ¢4 i
- I & match
- ma|ch. . ? contshln:. I ? content/st I ? contenth B P contentinismatch >
o BN ! readitimeout WM ? dialtimeout [ ! read/http.empty ? content/status_
Unitary i
Beltelecom

30K

Konstanta-Brest Ltd , Belarus ISP company|

20K

Network

Probe Count

Mobile TeleSystems JLLC

10K

Unitary enterprise A1

[
Jan30,2023 Feb1,2023 Feb3,2023 Feb6,2023  Feb8 2023  Feb 10,2023

Jan 31,2023 Feb2,2023 Feb52023 Feb7,2023 Feb9 2023 Feb 11,2023 0 50K 100K 150K 200K
ensore ane Froge Count
J J IG SAW This isan of the Censored Planet data, based on a data analysis pipeline in with 3 J;



https://dashboard.censoredplanet.org

SCYAELCEWETE

Censorship data analysis is complex, both due to the nature of Internet
as well as censorship itself

Common challenges - Data limitations, Accurate metadata availability,
unexpected network interference

We built a censorship data analysis pipeline to address many of these
challenges

Thank you! Questions?

Reach out to us at ramaks@umich.edu and censoredplanet-analysis@umich.edu

https://censoredplanet.org
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Dashboard

e C(Controls
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data source
date

country
network
subnetwork
site category
domain

@ Censored Planet
Y JIGSAW

Country: Belarus

@ Censored Planet

-~

uuuuuuuuu
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Jan 30, 2023 - Feb 12, 2023
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Dashboard

Unexpected outcome
by domain and network

@ Censored Planet
Y JIGSAW

L p d by in and network = X 3

Top 10 - Network / Top 5 - Subnetwork / Probe Count / Unexpected Rate

Republican Unitary Telecommunication Enterprise Beltelecom  Konstanta-Brest Ltd . Be.
ASE697  AS6697 - Byfly Mogilev AS6697 - Reliable Softw AS6607 - Byfly Brest  AS6697 - Beltelecom C. AS202324 - Konstanta-
Top 50 - Domain Probe C Unexpe. Probe C Unexpe. Probe C. Unexpe. Probe C. Unexpe Probe C Unexpe. Probe C Unexpe.
www.svoboda.org 37 65% 13 0% 12 67% 14 64% 6 0% 7 0%
www.hrw.org 44 55% 15 0% 13 56% 16 _ 7 0% z 0%
psiphon.ca 47 60% 15 0% 19 53% 15 [: 3% 7 0% 7 0%
wWww.europacasino.com 48 60% 15 0% 21 62% 1 55% 7 0% 7 0%
www.partypoker.com 3 56% 15 0% 20 60% 16 63% 7 0% 7 0%
www_betfair.com 45 56% 15 0% 17 47% 16 69% 7 0% 7 0%
www.svaboda.org 38 63% 13 0% 1 64% 10 30% 6 0% 7 0%
www.casinotropez.com 45 53% 15 0% 20 55% 16 _ 7 0% 7 0%
patreon.com 46 57% 15 0% 16 44% 12 50% T 0% 7 0%
www. dw.com 42 50% 15 0% 18 56% 10 30% 7 0% 7 0%
www.change.org 45 56% 15 0% 19 53% 11 36% 7 0% 7 0%
change.org 45 56% 15 0% 16 44% 13 62% 7 0% 7 0%
www.goldenpalace.com 44 55% 15 0% 21 62% 1 36% 7 0% 7 0%
www.currenttime.tv a4 52% 15 0% 19 53% 12 58% 7 0% 7 0%
www.888casino.com 46 59% 15 0% 16 44% 14 50% 7 0% 7 0%
www.pokerstars. com 43 53% 15 0% 20 60% ° 22% 7 0% 7 0%
surfshark.com 45 56% 15 0% 17 53% 1 36% 7 0% 7 0%
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Dashboard

e (Outcome Timeline
e (Outcome per network

) Timeline utcome per Netwol
B @match  WEM ? contentm.. W ? contenvst. BN ? contenth i >
BN ! readitimeout M ? dialimeout MM ! read/http.empty ?

40K

? content'status_.

Unitary

Beltelecom
30K

Konstanta-Brest Ltd , Belarus ISP company,

FProbe Count
N
5
X

Network

Mobile TeleSystems JLLC
10K

Unitary enterprise A1
)
Jan30,2023 Feb1.2023 Feb3,2023 Feb6,2023  Febs 2023 Feb 10,2023
Jan 31,2023 Feb2,2023 Feb5,2023 Feb7,2023 Feb9 2023 Feb 11,2023 0 50K 100K 150K 200K
ensore ane e o
J This isan of the Censored Planet data, based on a data analysis pipeline in with 3 J.




Belarus

Country: Belarus
Election day: Aug. 9
CP Data: Aug. 2020

@ Censored Planet
Y JIGSAW

@ Censored Planet Data Source

Country: Belarus (OB Network = Subnetwork

Unexpected outcome by domain and network

AS6697 - Reliable Softw ASB607 - Byfly Mogilev
Top 50 - Domain Probe C Unexpe Probe C. Unexpe. Probe C.
www.crazyshit com 462 40 0% 79
psiphon.ca 381 109 - 107
tutanota.com 233 43 0% 40
www betternet.co 133 38% 56 36% 63
www privateinternetac 116 24% 56 36% 63
www.hidemyass.com 129 34% 56 36% 62
bridges torproject org 121 28% 56 36% 68
Www.purevpn.com 122 30% 56 30% 68
google.pt 7 13% 30 m 40
google.org 28 18% 56 36% 48
google.ch 2 0% 50 40% 41
google.com 105 14% 56 29% 63
twitter.com 101 10% 56 29% 63
apple.com 101 10% 56 36% 64
vk.com 17 26% 56 34% 55
teo 101 10% 56 36% 59
www.skype.com 105 14% 56 36% 55
Grand total (2616) @ 186.5K 1% 82.4K 2% 80.5K

Outcome Timeline

B ®match MM ! readtimeout MMM ? contentstatus_misma

0 ? content/stat... M ? dialitcp.refu.. [ ! read/httpe..
100K

Frobe Count

[
«,7'&“ qupl" ef"“lg qﬂ'“l“ 2wt
07 o 0% 0 p®
pR g [ LS L »

4 2 2 Q- 2 2
AN, i - N S
207 g o™ o™ e

This isan

AS5697

Unexpe.

Network

40%
49%
51%

Start Date End Date
< August 2020 > < August 2020 >
Sun Mon Tue Wed Thu Fri Sat Sin Mon Tue Wed Thu Fri Sat
% 229 0 0@ % zow2s o E
2 3 4 5 6 7 8 2 3 4 5 6 7 8 1
9 10 M 12 13 14 15 9 10 M 12 1B 1415
16 17 18 19 20 21 22 16 17 18 19 20 21 22
23 24 25 26 27 28 29 23 24 25 26 27 28 29 .
30 3 1 2 3 4 5 30 ° 1 Y 4 3 4 5 §
CANCEL i
)
23 9% 10 0% 14 36%
25 20% 10 0% 10 0%
24 21% 10 0% 10 0%
24 13% 10 0% 10 0%
1" 45% 8 0% 10 0%
25 20% 2 0% - -
23 2% 2 0% -
25 20% 10 0% 10 0%
25 20% 10 0% 14 36%
25 20% 10 0% 10 0%
25 16% 10 0% 14 36%
25 20% 10 0% 10 0%
25 20% 10 0% 14 36%
425K 1% 19.9K 1% 19.8K 1%
Outcome per network v F ok
B @ match
| readftimeout >

Reput
Ast

Prol

M ? contentstatus_

Republican Unitary Telecommunication Enterprise
Beltelecom

Business Network Ltd

Unitary enterprise A1

Priorbank JSC

Aktivnie Tehnologii LLC|

CJSC VTB Bank (Belarus)|

JSC GLOBALONEBEL

Mobile TeleSystems JLLC

JSC "Belinvestbank”

Belarusian Cloud Technologies JLLC

Epam Systems FLLC|

Anitex Ltd

Optitel LTD.

0

100K 200K 300K 400K 500K
Probe Count

of the Censored Planet data, based on a data analysis pipeline developed in collaboration with .J JIGSAW
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@ Censored Planet Data Source - Aug 1, 2020 - Aug 31, 2020 -

I I Q_ Type to search
I C e t W O r k S ° Unexpected outcom

Republican Unitary Telecommunicati. - Top 10

letwork / Top 5 - Subnetwork / Probe Count / Unexpected Rate

iR NEOLE Republican Unitary Telecommunication Enterprise Beltelecom Business Network Ltd

ASB697 - AS6697  AS6697 - Beltelecom C. ASB697 - JSC JSSB Bel. AS12406

Priorbank JSC
Top 50 - Domain Probe C.. ‘robe C. Unexpe. Probe C Unexpe. Probe C Unexpe. Probe C Unexpe.

.
ountry: Belarus wecnrpuin 4 B ey " " o (-
C :

M tutanota.com 0 0% 21 0% 34 10 0%
. Aktivnie Tehnologii LLC
. . Wi betternet.co 63 4% 2 8% 10 0% 10 0%
JSC "Belinvestoank”
www privateintemetac 1 63 6% 2 9% 10 0% 0 6%

' : P Da t a . A u : 20 : 20 www hidemyass.com % CJSC VTB Bank (Belarus) 62 40% 2 20% 10 0% 10 0%
O © bridges torproject org i 68 9% 2 21% 10 0% 10 0%

Belarusian Cloud Technologies JLLC

Www purevpn.com i 68 51% 2 13% 10 0% 10 0%
Mobile TeleSystems JLLC
google pt i 40 - 0 45% 8 0% 10 0%
google.org H OptielLTD: a8 40% 2 20% 2 0% . .
google.ch 2~...=M5_....-: 41 % 23 2% 2 0% - -
google com 105 14% 56 29% 63 48% 25 20% 10 0% 10 0%
twitter.com 101 10% 56 20% 63 4% 2 20% 10 0% 14 6%
apple.com 101 10% 56 36% 64 47% 25 20% 10 0% 10 0%
vkcom 17 2% 56 4% 55 36% 2 16% 10 0% 14 6%
teo 101 10% 56 36% 59 39% 25 20% 10 0% 10 0%
wivw skype.com 105 14% 56 36% 55 2% 2 20% 10 0% 14 6%
Grand total (2616) ® 186.5K 1% 82.4K 2% 80.5K 2% 425K 1% 19.9K 1% 19.8K 1%
Outcome Timeline G = % i Outcome per network v * i
B @match WM ! readitimeout M ? contenstatus_misma > = ::::’:“mom >
o0kt I ? contentstat. W ? dialitcprefu.. M ! read/http.e. B ? contentstatus_
Republican Unitary Telecommunication Enterprise| I
Beltelecom|
Business Network Ltd|
80K = — Unitary enterprise A1
o Priorbank JSC
Aktivnie Tehnologil LLC
L. 60K
] B » CJSC VTB Bank (Belarus)
8 -
2 H JSC GLOBALONEBEL|
& 2
40K Mobile TeleSystems JLLC|
JSC "Belinvestbank”
Belarusian Cloud Technologies JLLC
20K

Epam Systems FLLC

Anitex Ltd

Optitel LTD.

i

ST I (R
AT @ 2 e AT AR RIS AN D B B Y 0 100K 200K 300K 400K 500K
@ censored Planet N

0
o

This dashboard is an exploration of the Censored Planet data, based on a data analysis pipeline developed in collaboration with ] JIGSAW
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@ Censored Planet Data Source . Aug 1,2020 - Aug 31, 2020

s Y scseny ] come :
Which networks? T
Visible ASNs: Customer Populations (Est.)

Ran ASN AS Name CC Users (est.) % of country % of Internet Samples
1] AS6697  BELPAK-AS BELPAK BY  3.843.654 49.56 0.09 1,715,377
2 S BY 1,856,112 23.93 0.044 828,361
3 AS42772 A1-BY-A BY 1,407,196 18.15 0.033 628,015
4 AS44087 BEST-AS BY 312,871 4.03 0.007 139,631
5 AS31143 COSMOSTV-AS BY 85,433 11 0.002 38,128

10% 56 36% 59 39% 25 20%

www.skype.com 105 14% 56 36% 55 29% 25 20% 10 0% 14 36%
nd total (2616) © 186.5K 1% 824K 2% 805K % 425K 1% 19.9K 1% 19.8K 1%

ome Timeline 6= % i Outcome per network v T ok

tch M ! readimeout MMMl ? content'status_misma
Wstat B 7 dialtcprefu.. M ! readittp.e.

& 3 J5C GLogaLONEBEL||
€ E
Mobile Tele!

Y Optitel LTD

o o S o

A A1 o o 0 e A A e e 0 100K 200K 300K 400K 500K

ensore ane a2 el s oo
This dashboard is an exploration of the Censored Planet data, based on a data analysis pipeline developed in with .J JIGSAW 42
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@ Censored Planet Data Source - Aug 1, 2020 - Aug 31, 2020 -

- Q
Type to search =
Unexpected outcom T %
_ Republican Unitary Telecommunicati Top 10 - Network / Top 5 - Subnetwork / Probe Count / Unexpected Rate

Republican Unitary Telecommunication Enterprise Beltelecom

Business Network Ltd ‘

AS6697 Static ASB697  AS6697 - Beltelecom Core Mo ASB697 - JSC JSSB BelarusB
Priorbank JSC
Top 50 - Domain Probe C cte... Probe Count  Unexpecte. Probe Count  Unexpecte. Probe Count  Unexpecte.
' : O u nt r . B e I a ru S www.crazyshit. com Unitary enterprise A1 0% 79 21 0% a7
y M psiphon.ca JSC GLOBALONEBEL - 107 52 - el
A tutanota.com ‘ 0% 40 0% 2 0% 34
Aktivnie Tehnologii LLC
Election day: Aug. 9 - N - - : .
O o JSC “Belinvestbank™
wiw betternet co 63 44% 2 % 10 0%
C P D t 2 0 2 0 www.hidemyass.com CJSC VT Bank (Belarus) 36% 62 40% 25 20% 10 0%
. ls
a a . u g . bridges torprojectorg Belarusian Cloud Technologies JLLC 36% 68 49% 2 21% 10 0%
Wiw.purevpn.com 0% 68 51% 2 13% 10 0%
Mobie TeleSystems JLLC
AE ;l ;' ;9' 7 O B It | google.org 36% 4 40% 2 20% 2 0%
. e e e C O I I I www privateintermetac CRiReILIE] 36% 63 5% 2 0% 10 0%
google.ch 40% 4 % 2 2% 2 0%
vk.com 17 26% 56 34% 55 6% 2 16% 10 0%
google.com 105 14% 56 29% 63 48% 25 20% 10 0%
google. co.kr 109 18% 56 6% 57 % 2 20% 10 0%
wiw facebook com 105 14% 56 6% 55 6% 2 20% 10 0%
apple com 101 10% 56 36% 64 47% 25 20% 10 0%
google.com.co 109 18% 56 6% 57 % 2 16% 10 0%
Grand total (2616) ® 186.5K 1% 824K 2% 80.5K 2% 425K 1% 19.9K 1%
Outcome Timeline Tz % @ Outcome per network v T ok
B @mach WM ) readitimeout [N ? contentst.. [ ? dialitcp.ref.. = :';:';,:’immm b
B ?content.. WM !readitcp... [ ?content.. [ ? dialtime. B ? contentstatus
60K =

Republican Unitary Telecommunication Enterprise
Beltelecom

Network

Frobe Count

2

0
P e 9 E 2 z 5 =
O L R, Sl L N S . 5 AL
A > o 9 A A* Al 2 G s s J 0 100K 200K 300K 400K 500K
@ c e n s o re d I a n et S R S Probe Count

J J IG SAW This is an ion of the Censored Planet data, based on a data analysis pipeline developed in collaboration with ,.J JIGSAW



Outcome/Subnetwork

e Country: Belarus
e [Electionday: Aug. 9
e (P Data: Aug. 2020
o

AS6697: Beltelecom

Outcome per network v T ok
match

@ Censored Planet b s
J JIGSAW aaaaaaaaaaaaaaaaaaaaaaaaaaaaaa with .Y




Measurements should display
consistent behavior when

correctly aggregated.

This translates to unexpected
outcome rates of ~0% or ~100%.
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How do we identify longitudinal changes in censorship?

Aug 8 Aug 9 Aug 10 Aug 11 Aug 12
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How do we identify longitudinal changes in censorship?

Aug 8 Aug 9 Aug 10 Aug 11 Aug 12
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psiphon.ca

Country: Belarus
Election day: Aug. 9
CP Data: Aug. 2020

AS6697: Beltelecom

@ Censored Planet
Y JIGSAW

® Censored Planet Data Source - Aug 1, 2020 - Aug 31, 2020 -

Country: Belarus - Network: Republican U... (1) ~ Subnetwork b Site Category - Domain: psiphon.ca (U

Unexpected outcome by domain and network *

Top 10 - Network / Top 5 - Subnetwork / Probe Count / Unexpected Rate

Republican Unitary Telecommunication Enterprise Beltelecom

AS6697 - Reliable Software, Ltd AS6697 - Byfly Mogilev Static ASB697  AS6697 - Beltelecom Core Mo. AS6697 - Byfly Gomel

Top 50 - Domain Probe Count  Unexpecte. Probe Count  Unexpecte Probe Count  Unexpecte. Probe Count  Unexpecte. Probe Count  Unexpecte

Grand total 381 94% 109 78% 107 79% 52 % 4@ 98%
Outcome Timeline T % 3 Outcome network BT %
s
B | ceadhimeout W ? contenvst.. WM @mach W ? contenumi e Comtri .
I ! readitcpreset M ? dialitcp.refused B @match =

120

Republican Urltary Telecommunication Enterprise|
Beltelecom

Frobe Count
Nak

0

I TR

T o o™ P A n P e e 0 200 40 600 80
S s o o o o S Probe Count

This dashboard is an exploration of the Censored Planet data, based on a data analysis pipeline developed in collaboration with ,.J JIGSAW
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psiphon.ca

Country: Belarus
Election day: Aug. 9
CP Data: Aug. 2020
AS6697: Beltelecom
BYFLY

@ Censored Planet

Y JIGSAW

® Censored Planet Data Source . Aug 1, 2020 - Aug 31, 2020 .

Country: Belarus [URe Network: Republican U. m - Subnetwork - Site Category - Domain: psiphon.ca o~

Unexpected outcome by domain and network T % i

Top 1 letwork / Top 5 - Subnetwork / Probe Count / Unexpected Rate

Republican Unitary Telecommunication Enterprise Beltelecom

AS6607 - Byfly Gomel

Top 50 - Domain Probe Count Unexpected Rate
psiphon.ca 4 98%
Grand total 4
Outcome Timeline 6= ¢4 3 /Gtcome per network T~ 6 =
| readltimeout

B ! readftimeout MM ? contentmismatch MM & match

10
AS6697 - Reliable Software, Ltd

AS6697 - Byfly Mogilev Static
AS6697
AS6697 - Beltelecom Core Mogilev

AS6697 - Byfly Gomel .

6
H x
8 §  AS6697- BYFLY MinskFiial ETHERNET
8 2
& 3 AS6697 - JSC JSSB BelarusBank
4
AS6697 - Bajteh Minsk
AS6697 - LLC ARline
2 AS6697 - Aktivnie Tehnologii LLC
AS6697 - Belagroprombank Minsk
0 AS6697 - Byfly Brest
Aug 6, 2020 Aug 13,2020 Aug 20, 2020 Aug 27, 2020
Aug 9, 2020 Aug 16, 2020 Aug 23, 2020 Aug 30,202 100 200 300 400
Probe Count
This dashboard is an exploration of the Censored Planet data, based on a data - |
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Characterizing Censorship

Can users in Belarus access social media?
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Data Collection Data Analysis
e Empirical Internet e Processing big data
Measurements e Extending with

e  Qualitative Studies metadata

e I|dentifying and
classifying censorship



Characterizing Censorship

Can users in Belarus access social media?

Data Collection Data Analysis Data Exploration
e Empirical Internet e Processing big data e Drillingand expanding
Measurements e Extending with data through
e Qualitative Studies metadata visualizations and
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Characterizing Censorship

Can users in Belarus access social media?

4 )

Data Collection Data Analysis Data Exploration
e Empirical Internet e Processing big data e Drillingand expanding
Measurements e Extending with data through

visualizations and

e  (ualitative Studies metadata )
metrics

e I|dentifying and

\ Classifyingcensorship/




Challenges in Censorship Data Analysis:

Unexpected Interference

- CDN and hosting configurations
- DDoS/Bot protection
- Specific CDN behavior(e.qg.
Akamai edge)
- Some censorship
infrastructure is on CONs

I Number of forged IPv4s and IPv6s injected by the Great Firewall over time

IM 3M 6M 1Y ATE — s
1000

800
600

400

200

Jul 2020 Jan 2021 Jul 2021 Jan 2022 Jul 2022 Jan 2023
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Challenges in Censorship Data Analysis:

Unexpected Interference

403 ERROR

- CDN and hosting configurations
The request could not be satisfied.
°
= I n t e r n e t G e o b I o c k I n g The Amazon CloudFront distribution is configured to block access from your country. We can't connect to the server for this app or website at this time. There might be too much traffic or a confi

later, or contact the app or website owner.
If you provide content to customers through CloudFront, you can find steps to troubleshoot and help prevent this error by reviewing the CloudFront documentation.

Generated by cloudfront (CloudFront)
Request ID: VhQy6£3LA69909-vVQFhRNI4ZOtHSRy3gD2t jv0m7ChvoV1TWEIZA==

HTTP Geoblocking
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Challenges in Censorship Data Analysis:

0 | B # test probes failing TCP
Unexpected Interference %500_ s # control probes failing TCP
§4oo
5 300-
é 200"
- CDN and hosting configurations 2 100~
- Internet Geoblocking 0
- Internet Shutdowns

— o
? 9
© ®
g 9
o o
o N
o o
o oN

2020-08-05
2020-08-06
2020-08-08
2020-08-09
2020-08-12
2020-08-13
2020-08-15

Increase in probe failures during Internet
shutdown in Belarus, August 2020
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Censored Planet Data Analysis Pipeline

Process Raw Data

- Process specific to dataset
- Can be extended easily using a new module for other datasets

Data Collection
Censored

Planet >

Raw Data

Data Analysis Pipeline

Process raw fields

certificate: MIIKeDCCCWCgA...

Common name: *.indeed.com

Issuer: DigiCert TLS RSA
SHA256 2020 CAl

m Identify unexpected responses
Compare test and control

L] Map to outcome

Date: 2020-08-03 ©
IP: 217.23.116.213 = | IP: 217.23.116.213
Domain: twitter.com Domain: example.com
Received: {template}

Date: 2020-08-03 @

Web Application Firewall

| urk(http:/ furiffortinet.net/I0008

: v Received: uqueet canceld..
. @ dbip Q Add metadata Fingerprint responses
Citizen Lab Test List ES{L‘SL'hes P metadata | || Resolved IP: 85.57.224.82
CAIDA Routeviews 217.23.116.213
DBIP Database S e
Y 4: JSC
Censys Universal Internet Globalonebel

dial top {IP:#}->{IP:#}: connect: .

connection refused dial/tcp refused
Get https://{IP}: remote error: .
il e tls/tls.failed
Get https:/{IP}: write tcp .
{IP:#}->{IP:443}: write: write/tcp.reset
connection reset by peer

Get https://194.158.196.43: EOF read/http.empty
Get http://{IP}: net/http: request .
canceled (Client.Timeout exceeded ~ read/timeout

while awaiting headers)

received_headers: gynacted/trusted_host:akamai

= > f_gen_ru_17_satellite| = > a_prod_fortinet_2

['Server: GHost']
error: None expected/match

Data Exploration

—> Analyzed
@ Da);a

—

data analysis

feedback loop - =--p
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Censored Planet Data Analysis Pipeline

- Add domain metadata such as cateqgory, TLS certificates, HTTP Body

Data Collection

Censored >
Planet

Raw Data

B Process raw fields

certificate: MIIKeDCCCWCgA...

Common name: *.indeed.com

Issuer: DigiCert TLS RSA
SHA256 2020 CA1

1
. @p bl Q Add metadata
Domain
Citizen Lab Test List categories P metadata
CAIDA Routeviews — — 217.23.118.213
DBIP Database éfg;}gg"g
Censys Universal Internet Hodia Globalonebel

SkyDNS Root CA

Kopresoe Siopo cepruduxcaunum

- Ucrekaer: nowegensHuk, 10 ausapa 2028 r., 14:57:20 ExaTep4Hbypr, CTakfapTHoe spems
© NakHblit cepTUGUKAT NOMEYEH KaK HagexHbli 4N 3TON yYeTHOW 3anucu

Cortifiectte

Uma ~ Tun Cpok gencTeua

Source: https://www.skydns.ru/guides/tls-ca-setup/
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Censored Planet Data Analysis Pipeline

Compare with control measurements to identify measurements to
look further into

Check responses for indications of censorship

Data Collection
Censored
Planet
Raw Data

Data Analysis Plpellne

Process raw fields

Issuer: DigiCert TLS RSA
SHA256 2020 CAl

certificate: MIIKeDCCCWCgA...
Common name: *.indeed.com

v
. @ dbis Q@ Add metadata
. i Domain, IP metadata
Citizen Lab Test List categories
CAIDA Routeviews ——p [ F0 | (27281623
DBIP Database e gfg;}gg%
Censys Universal Internet a%%'g' “Globalonebel

:l1l Identify unexpected responses

(/

Compare test and control

N\

Date: 2020-08-03 ©
IP: 217.23.116.213

Domain: twitter.com
Received: uqueet canceld..

L d

Date: 2020-08-03 @
IP: 217.23.116.213
Domain: example.com
Received: {template}

Fingerprint responses

Resolved IP: 86.57.224.82

Web Application Firewall

et i 16 Gra.

£ > f_gen_ru_17_satellite

s> a_pmd_fnmnet_z

e Discard
X Echo
e HTTP

N W b W,
o o o

Number of ASNs
Q

=
o o
e ]
(o) ]
%

cisc
'ght "
1
sonicwall ;
e ]
vasexperts 3

fortinet &»aae
kerio_control -
smartxfilter -
watchguard -

huawei_esi

Number of ASNs with commercial firewalls
in Censored Planet data sources
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Outcomes in HTTP measurements

Stage Outcome Num. Measurements % Measurements Outcome Type
expected/match 1,772,014,793 94.45 4
Expected Response expected/hosting_provider (e.g. 61,943,574 3:30 v
akamai)
content/known_not_censorship 16,642,905 0.89 4
Content Mismatch content/status_mismatch 13,533,254 0.72 ?
content/known_blockpage 743,396 0.04 !
Read/Write Failure read/timeout 6,356,637 0.34 |
read/tcp.reset 4,273,880 0.23 |
Dial Failure dial/ip.no_route_to_host 28,954 0.001 ?




Challenges in Censorship Data Analysis:

Accurate Metadata

I[P addresses

m Geolocation information

X
CXXE \ctwork information (ISP, AS)

I_I_I Organization information
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Challenges in Censorship Data Analysis:

Accurate Metadata

= ke

I E
Network information (ISP, AS) Network size/population

66



