Evaluating Practical Enumeration and Blocking A [acks on the
Snowflake Circumvention System

Linden Chen
linden@ucsc.edu
University of California, Santa Cruz
Santa Cruz, California, USA

Cecylia Bocovich
cohosh@torproject.org
The Tor Project
New York, New York, USA

Abstract

Proxy-based Internet censorship circumvention tools like Snow [ake
rely on large, dynamic pools of third-party proxies to resist IP-based
blocking. We focus on two assumptions underpinning the security
of Snow [aRe: that adversaries cannot easily enumerate proxy IPs,
and that blocking those proxies would incur unacceptable collateral
damage. In this paper, we test these assumptions by studying practi-
cal enumeration and blocking attacks against Snow [ake conducted
by malicious clients.

We combine bounded, ethical real-world measurements with
large-scale simulation to evaluate both present-day enumeration
and blocking risk and broader attacker capabilities. Over 48 days
of real-world measurements from May—June 2025, our attack enu-
merated over 21,000 unique proxy IP addresses belonging to almost
1,000 autonomous systems. Despite this high number, we [nd that
proxy churn limits the overall e [edtiveness of enumeration over
time, and reduces the impact on clients of individual proxy ad-
dresses being blocked. However, at the network level, blocking the
top 1% of observed autonomous systems blocks more than 30%
of observed Snow [aRes while a [edting 0% of Tranco Top 100 do-
mains and 2.5% of Top 1M domains. We discover that the broker’s
load-aware matching reveals stable, high-capacity proxies to at-
tackers early, especially during periods of elevated demand such as
the censorship even in Iran of June 2025, subsequently exposing
the networks that contribute disproportionately to system connec-
tivity. In simulation, increasing attacker scale sharply improves
both enumeration and blocking success, while higher proxy churn
signi [cantly reduces blocking e [edtiveness. We conclude by dis-
cussing and evaluating practical mitigations, some of which have
been integrated into Snow [ake.
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1 Introduction

Nation-state actors are increasingly monitoring and censoring Inter-
net tra [C,imposing growing restrictions on online content through
network middleboxes that detect and block access to speci [CWveb-
sites and IP addresses [4, 27, 29, 46, 68]. In response, the Internet
freedom community has developed censorship circumvention tools
that obscure the true destination of user tra CC_Among these, proxy-
based solutions such as Snow [aRe [10] and VPNs [58] route tra [C 1
through third-party hosts beyond the censor’s control, and serve
tens of thousands of users daily [40, 62]. The censorship resistance
of these proxy-based circumvention tools depends in part on two
principles: (i) enumeration resistance: an adversary cannot com-
prehensively list (and block) all IP addresses associated with the
service, and (ii) collateral blocking: attempts to block the proxy risk
aledting widely used or benign services hosted on the same IP
addresses [10, 23, 74].

Recent events suggest that these blocking-resistant properties
deserve renewed empirical scrutiny. Iran’s e [ants to build a national
Intranet [30] and Russia’s willingness to block large portions of the
network infrastructure [57, 72] show that nation-state censors may
choose to perform aggressive blocking, even at substantial collat-
eral cost, during periods of political unrest [1]. These capabilities
raise an important practical question: how resistant are proxy-based
circumvention tools like Snow [aKe to IP enumeration and blocking
attacks in practice? While many analyses of circumvention tool re-
silience focus on identi [afle tra Cccharacteristics [22, 76, 81, 83, 84],
they do not empirically test resistance against active enumeration
and blocking attacks by censors posing as legitimate clients.

In this paper, we evaluate the practical enumeration and block-
ing resistance of Snow [ake, a prominent circumvention system
and widely used pluggable transport for the Tor anonymity net-
work [10]. Snow [aRe is designed to resist blocking through scale:
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Figure 14: Connection duration set to be 30 minutes, the compari-
son of di [erknt attacker fraction shows that fewer attackers cover
less, which aligns with the previous experiments

of concurrent clients in the simulation. Here, we complement this
analysis by reproducing the key attacker-fraction and churn-rate
experiments using a mean connection duration of 30 minutes while
holding all other parameters [xdd.

Figures 13 and 14 present the enumeration results. Reducing the
baseline connection duration to 30 minutes does not change the
qualitative relationships between the experimental parameters and
enumeration coverage. Increasing the attacker fraction increases
coverage. Higher churn also produces slightly higher cumulative
coverage because it introduces new proxies with no active clients;
these proxies receive high priority in the broker heap and are there-
fore readily exposed to attackers. These trends are consistent with
the results obtained using the 180-minute baseline.

Figure 15 shows that the blocking results also remain consistent
with the baseline: increasing the attacker fraction or reducing proxy
churn increases both the fraction of unsuccessful rendezvous at-
tempts and the client retry burden. However, the absolute blocking
impact is substantially greater with the 30-minute baseline. Under
the default attacker and churn settings, the cumulative unsuccessful-
request rate approaches 100% before day 5, and the mean retry count
among requests requiring at least one retry exceeds 100. Shorter
connections return clients and proxies to the rendezvous process
more frequently, increasing competition for unblocked proxies and
causing clients to encounter blocked proxies repeatedly. Thus, con-
nection duration substantially a [edts the magnitude of blocking
harm, but does not change the direction of the e [edts associated
with attacker scale and proxy churn.

F Simulation Enumeration Attack: Proxy-Type
Results

Figure 16 shows that our enumeration [ndings generalize across
Snow [aRe proxy types. Across most settings, Standalone, WebExt,
and IPT proxies exhibit similar qualitative trends: attacker scale
increases coverage, while the other system factors have smaller ef-
fects on cumulative enumeration. The main exception is the 0.001%
attacker setting for Standalone proxies. Because the Standalone
pool is much smaller than the WebExt and IPT pools, even two
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attackers can enumerate a substantial fraction of Standalone prox-
ies, whereas the same attacker scale achieves much lower coverage
for the larger proxy classes.

G Simulation Blocking Attack: Client NAT-Type
Results

Figure 17 shows that blocking attacks a [edt clients with restricted
NAT types more than clients with unrestricted NAT types. Across
all settings, restricted clients generally experience both more unsuc-
cessful requests and a higher retry burden compared to unrestricted
clients. In our investigations, we observe that unrestricted clients
can match with the larger and more dynamic restricted-proxy pool,
which is harder for attackers to enumerate and block. In contrast,
restricted clients only use the unrestricted proxy pool, which is
smaller and easily enumerated.
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Figure 15: When the default connection duration is set to be 30 minutes, the e [ect of churn rate change and attacker count
change is the same as our default connection duration setting to be 180 minutes.
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